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Purpose 
 
The Iowa Child Advocacy Board’s CASA and FCRB programs handle a great deal of 

confidential information and its volunteers are given access to that information, 

electronically or in hard copy. It is critical that all volunteers understand the 

responsibility that comes with having access to confidential information and the 

significance of protecting that information at all times. Your understanding and following 

of our data security policies is key to securing our sensitive information and our 

organization. 

 
 
Learning Outcomes 
 
At the end of this course, you will be able to:  
 

1. Define information systems security and sensitive data;  

2. Describe your personal responsibility to protect information systems and privacy;  

3. Recognize threats to information systems and privacy;  

4. Identify best practices to secure IT assets and data at home; and 

5. Identify the correct procedure to report a suspected or confirmed security or 
privacy incident.  

 
 
Key Elements to understand 
 

 Data protection 

 Email and Internet use 

 Social Engineering  

 Data retention 

 Data disposal 

 Incident reporting 

 Wi-Fi 

 Working remotely 

 Mobile device and removable media security 

 Encryption 

 Passwords 

 Physical security  

 Social networks 

 Protecting your personal computer 

 Personally identifiable information (PII) 
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LESSON 1: INFORMATION SECURITY OVERVIEW 
 

What is Information Security (INFOSEC)?  
 
INFOSEC is how we protect information and information systems from unauthorized 
access, use, disclosure, disruption, modification, or destruction in order to provide: 
confidentiality, integrity, and availability.  

 Information security is achieved through implementing technical, management, 
and operational controls designed to protect the confidentiality, integrity and 
availability of information.  

 The goal of an INFOSEC program is to understand, manage, and reduce the risk 
to information under the control of the organization.  

 
There are three elements to protecting information:  

 Confidentiality: Protecting information from unauthorized disclosure to people or 
processes.  

 Availability: Defending information systems and resources from malicious and 
unauthorized users to ensure accessibility by authorized users.  

 Integrity: Assuring the reliability and accuracy of information and IT resources. 
 
 
Threats and vulnerabilities put information assets at risk.  
 
Threats are the potential to cause unauthorized disclosure, 
change, or destruction to an asset.  

 Impact: potential breach in confidentiality, integrity 
failure and unavailability of information  

 Types: natural, environmental, man-made  
 
Vulnerabilities include any flaw or weakness that can be 
exploited and could result in a breach or a violation of a 
system’s security policy.  
 
Risk is the likelihood that a threat will exploit a vulnerability. 
 
 
IT security professionals use a combination of management, operational, and technical 
controls to manage risk:  
 

 Management: Accreditation is a management control as is having a System 
Security Plan.  

 Operational: Security awareness and training are operational controls as are 
physical security like guards, locks, and ID badges.  

 Technical: User ID and authentication (i.e. passwords) and access control lists 
are examples of technical controls. 
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What is sensitive data? 
 

Sensitive information is information that has a degree of confidentiality such 

that its loss, misuse, unauthorized access, or modification could compromise 

the element of confidentiality and thereby adversely affect the privacy of 

individuals associated with the Child Advocacy Board programs.  

 

Examples of sensitive information include, but are not limited to:  

 Personally Identifiable Information (PII),  

 Protected Health Information (PHI),  

 Intellection Property, and  

 Financial Data  

 

All sensitive information, including information stored or archived in shared folders, shall 

be available to authorized users only. Roles and responsibilities must be established 

and systems folders must be configured to allow least privileged access.  

 

When safeguarding sensitive information, be sure to:  

 Back up all stored or transmitted information, encrypt them, and file/archive the 

encrypted backup information.  

 
 

Knowledge Check #1 
 
What is the goal of information security?  
 

a) Protect identity, availability, and accuracy  

b) Protect confidentiality, availability, and integrity  

c) Protect availability, integrity, and accuracy  

d) Eliminate threats, ensure integrity, and provide access  
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LESSON 2: PHYSICAL ACCESS CONTROLS 
 
Password Protection 
 
Your user identification (ID) along with a strong password is a deterrent to prohibit 

unauthorized users or processes from accessing your computer system. While it is 

tempting to create an easy or generic password that is easy to remember, it is not very 

secure.  

 
Strong passwords have the following characteristics:  

 Eight or more characters in length  

 Characters from each of the following four categories:  

 Capital letter(s)  

 Lowercase letter(s)  

 

 Number(s)  

 Special character(s) 
(%,^,*,?,<,>)  

Having trouble remembering passwords?  

 Use a passphrase. 

 Use the initials of a song or phrase to create a unique password  

 Example: “Take me out to the ballgame!” becomes “Tmo2tBG!”  
 
Commit passwords to memory.  

 If you are still having trouble, then write it down and keep it in a secure place, like 
your wallet.  

 
DO NOT keep passwords near your computer or on your desk.  

 
Important tips for protecting your password! 

 
 

 DO NOT EVER share your password with anyone.  

 Change your password every 60 days. 

 Commit passwords to memory. If needed, write it down and keep it in 
a secure place, like your wallet.  

 Use a passphrase or mnemonic, like the initials to your favorite song.  

 Change your password immediately if you suspect it’s compromised.  

 Create a different password for each system or application.  

 Do not use generic information that can be easily obtained like family 
member names, pet names, birth dates, phone numbers, vehicle 
information, etc. 
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Mobile Devices  
 
Over the course of the last few years, mobile devices such as tablets, laptops and 

smartphones have become ever more common and necessary in our day-to-day lives, 

both at work and at home. However, because they go with us everywhere we go, these 

devices can pose as much if not more of a risk to confidential information than other 

types of devices do.  

 

As much as possible, confidential information should not be viewed, stored or 

transmitted on mobile devices such as laptops, tablets or smartphones. If such devices 

are used, volunteers and staff members must do the following to protect confidential 

information:  

 

 Use strong power-on passwords  

 Automatic log-off  

 Display screen lock after certain period of inactivity  

 Encryption  

 Never leave devices unattended  

 Immediately report loss or theft  
 
Remember, for mobile devices, encryption is the best defense!  
 

Knowledge Check #2 
 
Which of the following is a strong password?  
 

a) Timmy10  

b) 123AbcTimmy4  

c) T&E34dt72$R9k  

d) mustang_88!  
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Physical Security 
 
Physical security is an important information systems safeguard. Limiting physical 

access to information systems and infrastructure to authorized personnel and 

volunteers diminishes the likelihood that information will be stolen or misused.  

 

 
 
 

 
 
 
 

 
Important tips regarding physical security! 

 

 Do not download documents to your personal computer or device 
from the Court’s Electronic Document Management System 
(EDMS) where applicable or a shared Google Drive folder. 

 Encrypt all devices which contain PII and sensitive information.  

 Store and transport removable media such as CDs, DVDs, flash drives, 

and external hard drives in a secure manner to prevent theft or loss.  

 Don’t leave sensitive information in plain sight when visitors are present 

or upon leaving your preparation area. Keep sensitive information in a 

secure safe or locked in a desk drawer. Per CAB policy, concerted 

efforts need to be made to double-lock physical files and documents. 

 Report any suspicious activity to your local coordinator.  

 
 

Knowledge Check #3 
 
True or False. As much as possible, confidential information should be 

viewed, stored or transmitted on mobile devices such as laptops, 

tablets or smartphones. 

 

a) True 

b) False 
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LESSON 3: EMAIL AND INTERNET SECURITY 
 

Cyber Crime 
 
Cyber crime refers to any crime that involves a computer and a network. Offenses are 

primarily committed through the Internet. Common examples of cyber crime include:  

 Credit card fraud,  

 Phishing, and  

 Identity Theft.  
 

Government information and information systems are a high-value target. Criminals, 

terrorists, and nation states with malicious intent work daily to steal, disrupt, and change 

information systems. 

 

 
Social Engineering 
 
These individuals may look trustworthy, but may be sophisticated cyber criminals.  

They use social engineering techniques to obtain your personal information, access 

sensitive government information, and even steal your identity.  

 

Social engineering is typically defined as the art of manipulating and exploiting human 

behavior to gain unauthorized access to systems and information for fraudulent or 

criminal purposes.  Social engineering attacks are more common and more successful 

than computer hacking attacks against the network. 

 
Social engineering attacks are based on natural human desires like:  

 Trust,  

 Desire to help,  

 Desire to avoid conflict,  

 Fear,  

 Curiosity,  

 Ignorance and carelessness.  
 
Common targets are:  

 Passwords,  

 Security badges,  

 Access to secure areas of the building,  

 Uniforms,  

 Smart phones,  

 Wallets, and  

 Employee’s personal information.  
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Phishing Attacks 
 
Phishing is a social engineering scam whereby intruders seek access to your personal 

information or passwords by posing as a real business or organization with legitimate 

reason to request information.  

 

Phishing emails (or texts) quite often alert you to a problem with your account and asks 

you to click on a link and provide information to correct the situation. These emails look 

real and often contain the organization’s logo and trademark. The URL in the email 

resembles the authentic web address. For example “Amazons.com”.  

 

Two types of phishing you need to be aware of are:  

 

 Spear phishing is an attack that targets a specific individual or business. The 

email is addressed to you and appears to be sent from an organization you know 

and trust, like a government agency or a professional association.  

 Whaling is a phishing or spear phishing attack aimed at a senior official in the 

organization.  

 

NEVER provide your password to anyone via email. Be suspicious of any email that:  

 Requests personally identifiable information (PII),  

 Contains spelling and grammatical errors,  

 Asks you to click on a link,  

 Is unexpected or from a company or organization with whom you do not have a 

relationship, or  

 Has a different uniform resource locator (URL) web address than the one you 

typically use.  

 

 
Avoid the Bait: Tips for Protecting Yourself from Phishing Attacks! 

 
If you are suspicious of an email:  
 

 Do delete it from your Inbox.  

 Do not click on the links provided in the email.  

 Do not open any attachments in the email.  

 Do not provide personal information or financial data.  
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Malware 
 
Malware (short for malicious software) does damage to, steals 

information from, or disrupts a computer system. Email links and 

attachments are two of the most common sources of malware 

infection.  Some examples of malware are:  

 Viruses, Worms, Trojan Horses, Root Kits, and Spyware.  

 

Combat malware  

 Read email in plain text and do not use the preview pane.  

 Scan attachments with antivirus software before downloading. Do not trust any 

attachments, even those that come from recognized senders.  

 Delete suspicious emails without opening them.  

 
 

What is Encryption? 
 
Encryption is the conversion of plaintext to ciphertext through the use of a 

cryptographic algorithm.  It’s important to encrypt files containing personally 

identifiable information (PII).  

 

It is the process of encoding a message so that it can be read only by the sender and 

the intended recipient. Encryption systems often use two keys, a public key, available to 

anyone, and a private key that allows only the recipient to decode the message. 

 

Iowa DHS uses VIRTRU to encrypt email messages. This requires recipients to set up 

an account to access the messages. 

Knowledge Check #4 
 

Complete this sentence: A phishing email… 
 

a) Is a type of social engineering attack  

b) Can be from an organization that you recognize, like a 

professional association.  

c) Contains a link to a web site that asks you for personal 

information.  

d) All of the above  
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Cookies 
 
A cookie is a text file that a website automatically puts on your hard drive that saves 

information that you type in like preferences or user name. Use cookies with caution.  

 Cookies can also be used to track your activities on the web.  

 Cookies pose a security risk because someone could access your personal 

information or invade your privacy.  

 

Combat cookies  

 Confirm that websites requesting personal information are encrypted and the 

URL begins with “https”.  

 There is risk anytime you enter personal information on a website.  

 Set your browser Internet Options, Privacy settings to notify you when a website 

requests to install a cookie.  

 Periodically delete all Cookies and website data from your browser history.  

 

 

 
Electronic Document Management System (EDMS) 
 
The Iowa Court system uses EDMS for case file management. Confidential case 

documents are stored digitally within the system and users are granted specific 

permissions and rights based on their role. Documents can be viewed from EDMS and 

there is no need for advocates to download information and store it on their devices. 

 
It is important to remember to: 

 Only use your unique username and password 

 Notify local staff if cases other than your own show up in your EDMS account 

 Do not download the documents and save them to your device; confidentiality 
can be compromised. 

Knowledge Check #5 
 

How should you combat malware? 
 

a) Read email in plain text and do not use the preview pane  

b) Scan attachments with antivirus software before downloading  

c) Delete suspicious emails without opening them 

d) All of the above 

 
 

 
 



June 2017  12 

LESSON 4: SECURITY OUTSIDE THE OFFICE 
 

 
Travel and Remote Locations 
 
Don’t be the Breach! Be vigilant about protecting CAB information and 

information systems when on travel or working at remote locations. It is your 

responsibility to protect CAB information and resources that are assigned to you. 

 

 

 

 
Tips for protecting information while working outside the home! 

 
 

 Turn off your laptop while traveling so that encryption is enabled.  

 Always maintain possession of your laptop and other mobile devices. Lock up 

files with personally identifiable information (PII). 

 

 Ensure that the wireless security features are properly configured by using 

only approved secure Virtual Private Network (VPN) ports.  

 Be cautious when establishing a VPN connection through a non-secure 

environment (e.g., hotel). Do not work on sensitive material when using an 

insecure connection.  

 Turn off/disable wireless capability when connected via Local Area Network 

(LAN) cable.  

 Report a loss or theft of your laptop or other government furnished device 

immediately to your security representative.  
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Home Security 
 
Safeguarding your computer at home is important! Ensure that you do the 

following:  

 

 Use passwords on personal computers and mobile devices.  

 Install and update antivirus software on your home computer.  

 Enable the firewall on your computer.  

 Routinely backup and encrypt your files.  

 Follow the instructions in the user manual to enable encryption for your wireless 

router.  

 Use encryption software to send encrypted sensitive and PII data on your home 

computer.  

 Install and update the latest operating system (OS) security patches.  

 

 
 
 

Knowledge Check #6 
 
Which of the following must you do when traveling or teleworking?  

 

a) Lock up any files or documents containing PII  

b) Keep possession of your laptop at all times  

c) Turn off/disable wireless capability when connected via LAN 

cable  

d) Report the loss or theft of any government furnished device 

immediately to security representatives  

e) All of the above  
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LESSON 5: PRIVACY 
 
Personal Privacy is the right to be free from physical intrusion to one’s personal space 

or solitude. It allows individuals a choice in how their personally identifiable information 

(PII) is used and disclosed. Information Privacy is a set of fair information practices that 

ensure personal information is accurate, relevant, and current. Additionally, Information 

Privacy promotes trust between CAB and the public by:  
 

 Protecting individuals’ personal information,  

 Using personal information appropriately, and  

 Assuring that personal data is used and viewed only for business purposes.  

 
 

Why is Privacy Important? 
 

As a member of the CAB organization, each of us is responsible for protecting privacy. 

Privacy is important because it allows us to earn and keep public trust, prevent identity 

theft, prevent privacy incidents, and follow the law. Privacy policy and procedures 

require that we:  

 Collect, access, use, and disclose personal information only for reasons that are 

for a legitimate job function, support the mission of CAB, and are allowed by law.  

 Safeguard personal information in your possession, whether it be in paper or 

electronic format.  

 Properly dispose of documents containing PII. Shred papers; NEVER place them 

in the trash.  

 Report suspected privacy violations or incidents. 

 
 

What is PII? 
 
Personally Identifiable Information (PII) is any information about an 

individual maintained by an agency, including (1) any information that 

can be used to distinguish or trace an individual‘s identity, such as 

name, social security number, date and place of birth, mother‘s maiden 

name, or biometric records; and (2) any other information that is linked 

or linkable to an individual, such as medical, educational, financial, and employment 

information.  
 

These are some examples of PII:  

 Name,  

 Social Security number (SSN),  

 Date of birth (DOB),  

 Mother’s maiden name,  

 Financial records,  

 Email address,  

 Driver’s license number,  

 Passport number, and  

 Personal Health information 
(PHI).  
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Information Life Cycle 
 
An Information Life Cycle defines how to handle and encrypt data from inception to 

disposition. Protecting PII is required during each stage of the cycle:  

 

 Data Collection or Creation: Gathering PII for use.  

 

 Data Storage: Maintaining or storing PII. When safeguarding sensitive 

information, back up all stored or transmitted information, encrypt them, and 

file/archive the encrypted backup information.  

 

 Data Use & Dissemination: Using PII to accomplish a job function.  

 

 Data Sharing: Disclosing or transferring PII.  

 

 Disposition: Disposing of PII in accordance with record management 

requirements and organizational disposal policies.  

 
 

Disposal of Data  
 
Confidential information should NEVER be placed in the regular trash.  
 
Volunteers and staff members must observe the following procedures for the disposal of 

confidential information:  

 

 Hard copy materials such as paper must 

be shredded, burned, pulverized or 

otherwise made completely unreadable 

and indecipherable.  

 Magnetic media such as diskettes or hard 

drives must be physically destroyed or 

“wiped” using approved software and 

procedures.  

 CD ROM disks must be rendered 

unreadable by shredding, breaking or 

defacing the recording surface.  
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Social Networking 
 
Social networking is the practice of expanding the number of one's business and/or 

social contacts by making connections through individuals, often through social media 

sites such as Facebook, Twitter, LinkedIn and Google+. 

 
 
Privacy Risks on Social Media 
By Sam Cohen, The Huffington Post Blog, 2016 
 

Nowadays, hackers prowl the social media networks looking for 

victims. They tend to use the shortened URLs like those which 

are created with bit.ly. They use these shortened URLs to trick 

their victims into visiting harmful sites or to inject viruses into 

their computers or mobile phones. Hackers also use spyware 

which they can easily install on your mobile phone, laptop, iPad 

or/and computer remotely via downloads, emails, shortened 

URLs or instant messages. The spyware gives the hacker information about the 

passwords you use on your social media networks and other accounts which you 

access online. The simplest way to avoid being a victim is to never click on links unless 

you’re sure of the actual source. 

 

Most of the social media sites have information that’s required, like your birthday and 

email address. 

 Identity thieves tend to gather their victims’ personal information from the 

information available on the social media sites.  

 Many identity thieves tend to hack their victims email accounts by simply using 

the personal information available on social media profile.  

 For instance, one of the more common techniques used by identity thieves, is 

clicking on the “forgot password,” and then trying to recover the password via 

email. Once they access your email account, they basically have access to all of 

your personal information. 

 

Social media sites utilize mobile apps and the location based services to allow users to 

check in at their current locations. This normally reveals the user’s current location to all 

of the people they are connected with in their particular social media networks. The 

information posted can be easily used by malicious people to track your whereabouts. 

Moreover, telling the online community where you are, or where you are going to, can 

end up inviting burglars and thieves to your home or business. For instance, by posting 

your current location and saying that you are on a long vacation in Australia, you will be 

letting the potential burglars or/and thieves know exactly where you are, and how long 

http://whatis.techtarget.com/definition/Facebook
http://whatis.techtarget.com/definition/Twitter
http://whatis.techtarget.com/definition/LinkedIn
http://whatis.techtarget.com/definition/Google-plus
https://www.phone.instantcheckmate.com/dialed-in/ways-hackers-can-use-your-smartphone/


June 2017  17 

you will be gone. To mitigate such risks, you should avoid posting your travel plans, and 

using the location based services. 

 

 
 

 
 

 
Tips For Protecting Your Privacy On Social Media! 

 
 Create strong passwords. Do not use some common passwords, like your 

child’s name, wife’s name or birthday. 

 

 Review your social media profiles and pay close attention to the way each 

profile lets you protect sensitive personal details. Take advantage of the 

enhanced privacy options which are offered by social media sites like 

blocking the messages from strangers.  

 

 Install a good antivirus and anti-spyware; it’s essential to have a software 

that will protect you from malware, viruses, and spyware.  

 

 When you post information online, it is no longer private, and may end up 

falling into wrong hands. Be careful about what you post online, else, you will 

end up giving the would-be burglars, stalkers, cyber bullies and identity 

thieves the information they require to cause harm. 

 

Knowledge Check #7 
 

What is the proper way to dispose of confidential information? 

 

a) Put in the regular trash 

b) Shred, burn, pulverize or wipe a device clean 

c) Put in the recycle bin 

d) None of the above 
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LESSON 6: INCIDENT REPORTING 
 
Causes of Data and Privacy Incidents 
 
If any of the following privacy and/or data incidents happen to you, please report 

it to your local coordinator!  

 Loss, damage, theft, or improper disposal of equipment, media, or papers 

containing PII.  

 Accidentally sending PII in any form to a person not authorized to view the report 

or sending it unencrypted.  

 Allowing an unauthorized person to use your computer to access PII.  

 Discussing case related information in a public area.  

 Any security situation that could compromise PII (e.g., virus, phishing email, 

social engineering attack).  

 
 

Consequences of Data and Privacy Incidents 
 

Privacy and data incidents can result in:  

 Inability for CAB to fulfill its mission, and  

 Disruption of day-to-day operations.  

 

Additionally, loss of privacy threatens people and CAB. It can result in:  

 Grounds for dismissal from the Child Advocacy Board, 

 Exploitation of an individual’s personal, health or financial status,  

 Embarrassment or harm to individuals,  

 Damage to the reputation of CAB, and  

 Loss of trust between CAB and the public.  

 

Knowledge Check #8 
 
When using social media, be sure to: 

 

a) Use a password that is easy to remember for your accounts 

b) Share personal information online 

c) Avoid using the location based services 

d) None of the above 
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LESSON 7: PRACTICING CONFIDENTIALITY 
 

SCENARIO 1 
Taken from Texas CASA 
 

CASA volunteer Tonya Mills was at home working on her court report. She 

had all of her case notes on her kitchen table when her friend Caitlyn 

stopped by for coffee. While Tonya was preparing the coffee, Caitlyn read 

the top page of Tonya’s case notes and learned the name of the family 

and several facts about the case. Later that day, Caitlyn was talking to her 

friend Amy and mentioned the case to her. Amy is the juvenile court clerk 

in the county where the case is open.  

 

1) What confidentiality breach do you see?  

2) What problems could this cause for the child or the case?  

3) Do you think this a violation?  

4) What would you have done differently? 

 

 

SCENARIO 2 
 

CASA volunteer Tom Smith was recently sworn-in as a new advocate from a 

small town in a rural county and received his first case assignment. He is very 

excited about this new endeavor and wants to help spread awareness about the 

CASA Program. Tom took to social media and posted the following on his 

Facebook page: “Just accepted my first case today as a CASA advocate. I can’t 

wait to meet Tommy! He’s only 6 and has suffered so much neglect due to his 

mom’s meth addiction. I’ll be doing my first visit with him at his grandma’s house. 

Kids need people to advocate for their safety and well-being. Consider joining 

your local CASA program!” 

 

1) What confidentiality breach do you see?  

2) What problems could this cause for the child or the case?  

3) Do you think this a violation?  

4) What would you have done differently? 
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Knowledge Check #9 
 

If a file is lost or digital information is compromised, you need to: 

 

a) Notify law enforcement 

b) Call tech support 

c) Contact the local program coordinator immediately 

d) There is nothing you can do 

 
Tips for Practicing Confidentiality! 

 
 

Minimum Necessary  

Even when volunteers and staff members are authorized to access or 

disclose sensitive, confidential information, HIPAA requires that only 

that information that is the MINIMUM NECESSARY to accomplish the 

intended purpose be used or disclosed.  

 

 

Communicating in Public Areas  

Be aware of your surroundings when discussing confidential 

information. Do not discuss confidential information in public areas 

such as in restaurants, in school, while riding the bus, etc.  

 

Use caution when conducting conversations in:  

 semi-private rooms  

 waiting rooms  

 corridors  

 elevators and stairwells  

 agency sponsored events such as training or a conference 
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Participant notes: 
 
  
 

If you received this training through a distance learning platform, 

please use the following links to complete  

the Knowledge Check and Evaluation. 

 
 
 
 

To complete the Knowledge Check form, go to: 
 

https://goo.gl/forms/WhM6a31uDYPcvHNc2 
 
 
 

To complete the Evaluation form, go to: 

 
 

https://goo.gl/forms/zAZsPtgQibMx7NQv1 

 
 
 
 

If you received this training in-person, please complete the 

Knowledge Check and Evaluation forms on the next two pages. 

Remove the sheets from your packet and give the completed forms to 

your local coordinator. 

 
 
 
 
 
 
 
 

https://goo.gl/forms/WhM6a31uDYPcvHNc2
https://goo.gl/forms/zAZsPtgQibMx7NQv1
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FY18 SECURITY AWARENESS KNOWLEDGE CHECK 

 
Name:   Completion Date:  

 
Answer the following questions. Give the completed quiz to your local coordinator. 

 
1. What is the goal of information security?  

a) Protect identity, availability, and 
accuracy  

b) Protect confidentiality, availability, and 
integrity  

c) Protect availability, integrity, and 
accuracy  

d) Eliminate threats, ensure integrity, and 
provide access  

 
2. Which of the following is a strong 

password?  
a) Timmy10  

b) 123AbcTimmy4  

c) T&E34dt72$R9k  

d) mustang_88!  

 
3. True or False. As much as possible, 

confidential information should be viewed, 
stored or transmitted on mobile devices 
such as laptops, tablets or smartphones. 
a) True 
b) False 

 
4. Complete this sentence: A phishing 

email… 
a) Is a type of social engineering attack  

b) Can be from an organization that you 
recognize, like a professional 
association 

c) Contains a link to a web site that asks 
you for personal information  

d) All of the above  
 
5. How should you combat malware? 

a) Read email in plain text 
b) Scan attachments with antivirus 

software before downloading 
c) Delete suspicious emails without 

opening them 
d) All of the above 

6. Which of the following must you do when 
travelling or teleworking?  
a) Lock up any files or documents 

containing PII  
b) Keep possession of your laptop at all 

times  
c) Turn off/disable wireless capability 

when connected via LAN cable  
d) Report the loss or theft of any 

government furnished device 
immediately to security representatives  

e) All of the above  

 
7. What is the proper way to dispose of 

confidential information? 
a) Put in the regular trash 
b) Shred, burn, pulverize or wipe a device 

clean 
c) Put in the recycle bin 
d) None of the above 

 
8. When using social media, be sure to: 

a) Use a password that is easy to 
remember for your accounts 

b) Avoid using the location based 
services 

c) Share personal information online 
d) None of the above 

 
9. If a file is lost or digital information is 

compromised, you need to: 
a) Notify law enforcement 
b) Call tech support 
c) Contact the local program coordinator 

immediately 
d) There is nothing you can do 

 
 
 



June 2017  23 

EVALUATION: FY’18 SECURITY AWARENESS 

 
Volunteer Name:   Coordinator:  

 
Thank you for completing the Security Awareness training. Please take a few moments 
to provide your feedback. Your input is greatly appreciated.  
 
          Scale 
              1 = Not at all           5 = Very well 

As a result of this training, how well are you 
able to: 

1 2 3 4 5 

1. Define information systems security and 
sensitive data as a result of this training 

     

2. Describe your personal responsibility to protect 
information systems and privacy 

     

3. Recognize threats to information systems and 
privacy 

     

4. Identify best practices to secure IT assets and 
data at home 

     

5. Identify the correct procedure to report a 
suspected or confirmed security or privacy 
incident 

     

 
6. What 1 or 2 things did you learn that applies to your volunteer role with the Child 

Advocacy Board? 
 
 
 
 
 
 
 

7. How can we improve this training session or content? 
 
 
 
 
 
 
8. What additional training topics would be beneficial to your volunteer role? 


